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How To Spot A Fraudulent Email

In my travels around the internet marketing forums, | noticed a lot of people
were having problems with emails they were receiving from places like
Paypal, EBay and various online banks.

The amount of phishing that's going on these days is almost incredible, what's
worse is that so few people are actually aware of it, so | sat myself down and
wrote an article in the hopes of helping a few more people avoid being
scammed.

Have YOU been receiving suspicious looking emails from Paypal, telling you
that your account is about to be closed or limited due to suspicious activities
being registered by their staff?

It's definitely a phishing scam where people are out to fool you into giving
them your info. Looking at the code, or headers will usually reveal anonymous
urls, especially numbered ones, or urls that are definitely not pointing to

paypal.
The 3 Dead Giveaways:

A). The email isn’t addressed to you personally, but says "Dear customer".
Paypal, and all other banks will always address you by name in their mails to
you.

B). Ask around a bit, and you’ll hear of others who've had the exact same
messages. This is because the phishing is going on in mass mailings to
thousands of people at a time.

C). I don't know about other email programs, but if you're using Outlook
Express, you can usually see the REAL website address by running your
mouse over the one in the email. It'll show up right at the bottom of your
Outlook Express.

Another way to check is by checking the headers of the email. This is quite

easy to do, although not many people seem to be aware of it. Read on for a
quick step-by-step:
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1. Open the email
I've shown a few different examples of fraudulent emails here
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Reply Reply Al Forward Print. Delete Previous Mext Addresses
From: PayPal
Date: 23 January 2005 03:32
To: webmistress@annamarketing,com
Subject:  PayPal Flagged Account
~
The way to send and =
Pa;ypa receive money enline
Dear PayPal Member,
Tour account has been randotmly flagged in our system as Mo wirus found in this incoming
a part of our routine security measures. This 15 a must to message o
ensure that only you have access and use of your PayPal Chec.ked by AVG A_.nhf\fuus. :
account and to ensure a safe PayPal experience. We Versior: 7.0 1300 f Virus Dlatoal;)ase..
require all flagged accounts to verify their infermation on 265.7.2 - Release Date: 21/01/2005
file with us. To verify your Information at this time, please Protect Your Account Info
:slﬁ our secure server webform by clicking the hyperlink Fiohe- e yon hevet Lronisow
kg password to fraudulent websites
Clhick here to venfy your Information To safely and securely access the
PayPal website or your account,
: open up a new web browser (e.g
gan}l;c Y%‘-;lf;f’ using PayPall Internet Explorer or Netscape) and
G AR type in the PayPal UEL
(http ffwww. paypal. com).
Pl do not reply to this e-mail. 3ail sent to this addn
it R e SEOLte P agTeR PayPal will never ask you to enter s
cannot be answered. For assistance, log in to your PayPal 4 ail
account and choose the "Help" link in the footer of any FOUL PASSWOrCIn an emat
At For more information on protecting
To recetve email notifications i plan text mstead of yoursse]fﬁ'.omTﬁ'aud, please review
HTMT. undate wanr reeferencea here QU LElEy DS A ]

https: v, paypal, com
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Reply Reply Al Forward Prink Delete Previous Mext Addresses

From: aw-confirm@ebay, com

Date: 13 January 2005 00:04

To: admin@annamarketing, com

Subject:  ‘Your eBay account can be suspended,

e

Dear eBay Member,

>

We regret to inform vou that your eBay account has been suspended due
to concerns we have for the safety and integrity of the eBay cotrmututy.

Per the User Agreement, Section 9, we may immediately 13sue a warning,
temporanly suspend, indefinitely suspend ot terminate your membership
and refuse to prownde our services to you if we beleve that your

actions may cause financial loss or legal Lability for you, our users or

us. We may also talke these actions if we are unable to verify or
authenticate any information you provide to us.

Enter Your Ebay Information I~ seller I Buyer

User ID [

Password l

Re-enter Password i

Email Address |

£
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Help
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Reply Reply Al Forward Print. Delete Previous Mext Addresses
From: Yisa Support
Date: 23 January 2005 06:18
To: Admin

Subject:  Yisa Information!

Dear Visa user,

WVisa iz committed to protecting the security of our clients' personal information, including when it is transmitted online
Visa ATM services utilize advanced security technology to protect your personal financial information.

This Visa security update will be effective immediately.

Eollow this link please.

Failure to do so may result in your account being cotmprotrised
Agan, thank you for using Visa services

Visa Customer Support

Mo wirug found in this incoming message
Checked by AVG Anti-Virs.
Wersion: 7.0.300 f Virus Database: 265.7.2 - Release Date: 21/01/2005

Next, click on File and then Properties

& Credit/Debi

| Fle Edt Mew Tools Message  Help

i Mew (3 & :
: X © O w

Save As... ink Delete Previous  Mext Addresses

Sawve as Stationery...

Move to Folder, .,
Copy to Folder ...

Delete Message Chri+D

Print... Chrl+P

Ale+Enter

YWark OFfline
Closg

Diear eBay customer,

During our regulatly scheduled account mantenance and wverfication procedures, we have detected a slight error in your billing information
This might be due to either of the following reasons

1. A recent change in your personal information  i.e.change of address).

2. Submiting invalid mformation during the initial sign up process.

3. An inability to accurately verify your selected option of payment due to an internal error within our processors

Please update and verify vour information by clicking the link below:

hittps:/fsignin. ebay. comiws/eBayISAPT dll7 Signln

Ifyour account information is not up dated within 48 hours then your ability to sell or bid on eBay will become restricted.
Thante you

The eBay Billing Deptattment

Copyright & 1995-2004 eBay Inc. All Rights Reseved [ L —

|

|

Displays the properties For the message.
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Now, click on Details

| Genersl | Details | e %
Intemnet headers for this message Next Addresses
Rieturn-path: <aw-confirmE@ebay. comy
Envelope-to: admin(@annamarketing. com
Delivery-date: Fri, 07 Jan 2005 04:32:24 -0500
Received: from [82.101.135.34] [helo=\"aLLACEZS]
by server].lucidityhosting, com with esmtp (Exim 4.43]
u id 1CmgTk-00010g-4 P
for admin@annamarketing. com; Fii, 07 Jan 2005 04:: —
From: "'eB ay Biling Depatment"" <aw-confim®ebay.com:
Subject: Credit/Debit Card Update
Tor admin@annamarketing. com
Reply-To: aw-confirm@ebay. com
Drate: Fri, 7 Jan 2008 10:32:41 +0100
HPriority: 3
¥Library: Indy 8.0.25
Hedntivings: AVG for E-mail 7.0.300 [265.6.9]
Mime-Wersion: 1.0
Content-Type: multipart/mixed; boundary=" ==AGMAIL-:
fration procedures, we have detected a slight error in your billing information.
@ ) 3
f address).
3.
Ok Cancel
ent due to an internal error within our processors
Please update and verifiy your mfarmation by clicling the link below:
hitps Msignin ebay comiws/eBay[SAPT dlI? Signln
If your account information is not up dated within 48 hours then vour ability to sell or bid on eBay will become restricted.
Thank you =
The eBay Billing Deptartrent .
Copyright @ 1996-2004 eBay Ine. All Rights Resenved |

And Message Source
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M Messape Source
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Return-path: <aw-confirm@ebay.com: -'\l >

Envelope-to: admin@annamarketing.com Addresses

Delivery-date: Fri, 07 Jan 2005 04:32:24 -0500
Received: from [82.101.135.34] (helo=WALLACEZ}
by serverl.lucidityhosting.com with esmtp (E»
id 1CmgTk-00010g-AJ
for admin@annamarketing.com; Fri, 07 Jan 200f
From: "eBay Billing Department' <aw-confirm@ebay.cc
Subject: Credit/Debit Card Update
To: admin@annamarketing.com
Reply-To: aw-confirm@ebay.com
Date: Fri, 7 Jan 2005 10:32:41 +0100
X-Priority: 3
X-Library: Indy 8.0.25
X-Antivirus: AVG for E-mail 7.0.300 [265.6.9]
Mime-Version: 1.0
Content-Type: multipart/mixed: boundary="
e

3

ocedures, we have detected a shight error it your billing information

| 1.|

Message Source... =

f address).

ent due to an internal error within our processors

Please update and verify vour information by clicking the link below:

hittps:/isignin. ebay. comiws/eBayISAPT dlI7 Signln

Ifyour account information is not up dated within 48 hours then your ability to sell or bid on eBay will become restricted.
Thante you

The eBay Billing Deptatrtment

Copyright & 12852004 eBay Inc. All Rights Reserved

I
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This will show you every single detail of the mail, all the HTML code, all the
headers, where the mail originated and a whole lot more. Once you 've
checked all that, just close the source.

M Message Source

</ TABELE> -
<P align="left"> Dear eBay customer, </P>
<prDuring our regularly scheduled account maintenance and verification procedures,
we have detected & slight error in your billing information.</p>
<p>This might be due to either of the following reasons:</p>
<pr<strongrl.</strong> A recent change in your personal information [ i.e.change
of address) .<br>
<strong>2.</strong> Submiting invalid information during the initial sign up
process.<hr>
<strong>3.</strong> An inability to accurately verify your selected option of
href="ht 13 in PI.cll
<p>If your account information is not updated within <strong>468 hours</strong:-
then your ability to sell or bid on eBay will become restricted.</p>
<p>Thank you</ps>
<p>The ebBay Billing Deptartment .
</p>
<TABLE cellSpacing=0 cellPadding=0 width=600 horder=0>
<TEBODY>
<TR>
<TD colSpan=2>
<DIV aligm=center></DIV>
<hr align=center width=500>
<P><BR>
</P></TD></ TR>
<TR>
<TD whlign=top align=left width=450 height=31><FONT =size=-1><FONT sSize=-2><FONT face="Arial, Verdana, Helvetica, san
@ 1895-2004 eBay Inc. All Rights Resesrved.<BR>
Designated trademarks and brands are the property of their respective
owners.<EBR>
Use of this Web site constitutes acceptance of the eBay <a href="/jump.htm?goto=http://pages.chay.com/help/policies/u
Lgreewent</Ah> and <a href="/jump.htw?goto=http://pages.ebay.com/help/policies/privacy-policy.html"” onclick="return op
Policy</A>.</FONT></ font></font><BR></TD>
<TD wAlign=top align=right width=150 height=31><font face="Arial, Verdana, Helvetica, sans-serif” size="1"><a onclick="
</ TR></TBODY></ TABLE>
———————=AVGMATL -4 1DES 776 05 DE==—===—
Content-Type: textfplain; x-avg=cert; charset—-us-ascii
Content-Transfer-Encoding: guoted-printahbhle
Content-Disposition: inline
Content-Description: "AVG certification"
v
<

All'in all this will probably take up 2 minutes of your time but can definitely
save you thousands of pounds, dollars or whichever currency you use, so
make it a habit to "deep-check" any suspicious mails that you're unsure of.

Should you EVER receive anything like this, please deep-check and report to
the main websites. Never click the links in the mails. Open a new browser
window and TYPE IN the web-address, making sure you include https:// so
that you get to their secure pages.

Dont lex fhem seam youl

Ama-Mazie Srewnex
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http://annamarketing.com -dedicated to helping newbie and semi-pro internet
marketers avoid the pitfalls BEFORE getting burnt.

Anna-Marie lives in Cardigan, Wales with her 4 children and two dogs. She
enjoys reading, writing, researching, the beach, night life, walks with the family
and listening to "whatever’s on at the moment".
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